
UMBRELIX COLLEGE 2026

 CCNA Routing & åèÕç åÕÕÝÝå
Switching 2026

Cisco CCNA 200-301 ïßßæÕà ÕåÝçß ÕåßÕ | Umbrelix ïààßß

https://gamma.app/?utm_source=made-with-gamma


 ÞÝÖçÖ ÖïÖÖÝî×ÝÖ CCNA-Ý ÕÖÖß
ïÖïîíÕ

 4 áàÚæÖ Cisco àê éëÚÙÖ ëéßÚâÙÚ ëÙåÙåÖÙ ÙßâåÙÙ ÕÙÙ CCNA 200-301 ëßâåÙ
.ëéÚêèëÙÚ ëÚëêéÙ áÚ×ëÖ ëÙæÚçèâ ÙéÙÙéèà ÙåÙäßÙ éæê

êÝâàÙæ ØßâåØ

 ØéØäØåß áàÚæÖ IT ãÚ×éÕ àßÖ ëéßÚâ
ÙæÚçèâ

áÝÝÚßèâ áÝ×Ýçåê

IT ÙÕäßØ ,ëêé àÙäâ ,ëêé åØäÙâ

á×ç êÙéÝè×

ëÚëêé ØÚâàà ãÚçéÚ áÙÖê×âÖ ÙåÙåÖ æØÙ
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1 àÚØÚâ

Networking Fundamentals 4 ïÙïîíØ ïÙ×ÙåÝ

 êÞÝèÚÕÞêÙ êÞêéêÙ êÕ ÜÞäâ ÙÜÞêåÙ àÚØÚâ
 áÞÝäØÚÝåÙ .êÚêéèÙ áàÚæ êäÖÙà êÞéæâÙÚ

 áÞàÚçÚÝÚèå ,IP êÚÖÚêß ,êÚÖßéÙ ÞàØÚâ êÕ ÚØâàÞ
.áÞÞåÞåÖ ãÚÜÖÕ ÞàßÚ áÞÞÛßèâ

áÞà×Ùâ

OSI, TCP/IP, êÚêéè Þ×Úå 

LAN/WAN

IP ïÙÕÙïß

IPv4, IPv6, Subnetting, 

VLSM

áÞàÙçÙÝÙèå

ARP, ICMP, DNS, DHCP

ØçÞ×Õ Þàß

ping, traceroute, 

ipconfig/ifconfig
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2 àÚØÚâ

Network Access — ïîíה לîגי
.Cisco Þ×ëâ àç ëÚÞêçâ ëÚéÚçë Úà×éëÞ áÞÝåØÚÝæÙ .ëÞÛÞפÙ ÙêÞ×Ù ëÜÝÖÕÚ ëÚÞàÕÚÝéÞÚ ëÚëêé ,áÞ×ëâ :ëêéà ÙêÞ×Ù ëÖßêÖ Øèâëâ ÙÛ àÚØÚâ

(Switches) ÞÙ×êß

MAC Address Table áç ÙØÚÖçÚ ÙåÖâ ,ØÚèפë

VLANs

802.1Q àÚèÚÝÚéפÚ Trunking ,ÙéÚçë ,ÙéÞçÞ

STP ÝÖçÖØÖèפ

Spanning Tree Protocol ëêéÖ ëÚÕàÚà ëçÞåâà

ÕéÙ× ê×ØÖÕ

Port Security, DHCP Snooping áÞÝéÚפ àç Ùå×ÙÚ
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3 ÝÙ×Ùß

IP 4 IP Connectivity ÕÕïÝå

ÞßåÞ×Õ ÞÝÝæ ÕÕïÞå

ØèÖçØ ïÙØÝ×ØÙ ÖÙïÙå ïÙÕÝÖØ ïåÖØ

OSPF & EIGRP

ÙæÙæÖ EIGRP-Ù Single Area OSPF :ÖÙïÙå ÙÝÙçÙØÙèå

IPv6 & NAT

NAT-Ù ,IPv4-ß ÞÙÝ×ÖØ ,IPv6 ÖÙïÙå
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4 ÝÕ×Õß

IP 4 IP Services ÝïÕíÝî

ÝÝÝÖßíÞ ïîí ÝïÕíÝî

 áÞàÞçéâê áÞÞåÚÞÜÙ áÞëÚéÞêÖ èæÚç ÙÛ àÚØÚâ
:ëÞåéØÚâ ëêé àß

DHCP 4 ÞÝâÚÝÚÕ ëéê àÚÙÞåÚ ÙéÚçë

DNS 4 ëÚÖÚëßà ëÚâê áÚ×éë IP

SNMP 4 ëêé ÞÖÞßé àÚÙÞåÚ éÚÝÞå

QoS 4 èÚØçëÚ ëÚéÞê ëÚßÞÕ ëÚåÚéèç 

ÙéÚÖçë
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5 àÚØÚâ

Security Fundamentals — ïוïîí ï×ØÖÕ
.ëÚçÚפä ëÚפèëÙ Þäפâ Ùä×ÙÚ ÙéÚÖæë ãÚäÞå ,ÙêÞ× ëÜÝÖÕ Ùåßâ àÚØÚâÙ .ëÞÝÞéè ÕÞÙ ëêéÙ ëÜÝÖÕ ,áÞâØèëâ éÖÞÞå ÞâÚÞÕ àê ãØÞæÖ

1

ÕíÙ× î×ØÖÕ

áÞéÞêßâà AAA ÞäÚä×äâÚ ,SSH ,ëÚÕâåÞå

2

ACLs

ëêé ëéÚÖæë ãÚäÞåÚ áÚêÞÞ ,ÙéÞçÞ

3

îÙØÖ×לÕ Õ×ØÖÕ

Wi-Fi ëäפçÙÚ WPA2, WPA3 Þäèë

4

îÖקפîÕמ Õנ×Õ

ëêéÖ ëÚçÚפä ëÚפèëÙ ëæÞäâÚ ÞÚÙÞÛ
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6 àÚØÚâ

Automation and Programmability 4 ïÖåßïÖ ÕÞçßÖÝÖÕ

 ëÕ Ùäåâ ÞäØÞ àÚÙÞä .ÙßåÙâ éÖÚæ ëÚëêéÙ áàÚæ
 ëÕ ãÞßâ ÙÛ àÚØÚâ .ÙâßÜ ÙÞçâÚÝÚÕà ÚâÚèâ

.Network Automation-Ù ãØÞæà áÞÝäØÚÝåÙ

SDN

ÙäßÚë ëÚéØ×Úâ ëÚëêé

REST APIs

áÞéÞêßâ áæ ëéÚêèë

Python & Ansible

áÞÞåÞåÖ ÙÞçâÚÝÚÕ Þàß
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ßבחà הסßכה

CCNA 200-301 כהßהס àבחß

120
îאלוí

ÞÝêÝחéëÖ ëÖÝçÝÖßÝס ,ÕéÝéב-בé

120
îדקו

ßÕ ÞêßבחçèÖßÕ àב

 àß ÞéÚÕà ëÝÖèã ÙØÝßàÚ ,ÙáêáÚ éÛÚÜ ëÚÝçàÚßÝâ àÚéëפ ,èßÚãà ØÚâÝ Ý×êÚß ëáÖÙ ,Packet Tracer ëÚØÖãßÖ Ýêãß àÚ×éë :ה×ÝהצÝ ÞÙפÙØ
.âéÚèÙ

https://gamma.app/?utm_source=made-with-gamma


ØèÝÝèç ïÙÝÙåÞ×ÚØÙ ÝÙßÝæ

áÝÝèéåÕ áÝ×Ýçåê

Network Engineer, Support Technician, 

System Administrator

áÝ×ÙâÝà ÞéâØ

CCNP Enterprise, Security, DevNet

Umbrelix êààßâ

 ØäßØÙ ëÙâ×èëâ ëÙ×Öæâ ,ØÕàâ ØßÝâë
ãÛÖâà ë×èÙââ

  .áßàê ØéÝÝéèÖ ØäÙßäØ ØæèêØØ ÙÚ 4 ë×âëâ ØÝÝàæÖ Õçâä CCNA ëßâåØ áæ ëÙëêé ÝÛâÙâà êÙèÝÖØ :Ø×ÙÕçØ çÙí

https://gamma.app/?utm_source=made-with-gamma

